Global Encryption Coalition Steering Committee
Statement on the Dangers of the French “Narcotrafic”
Legislation

The Center for Democracy & Technology, Global Partners Digital, the Internet Freedom
Foundation, the_Internet Society, and_Mozilla, constituting the Steering Committee of the
Global Encryption Coalition?, raise grave concerns with the impact that the Article 8 ter
of the legislation “Sortir la France du piege du narcotrafic,” will have on the security and
privacy of French citizens, companies, and institutions. Through this legislative
proposal, the government aims to tackle a serious societal problem, drug trafficking. Yet
the implication of compromising encryption to do so sets a dangerous precedent for
security and privacy, while other more effective approaches can be taken.

By forcing companies to undermine end-to-end encryption with encryption backdoors,
the legislation will leave France less safe against criminals and foreign adversaries. As
France faces the real threat of cyberwarfare, ensuring that French citizens, companies,
and institutions have access to end-to-end encrypted communications is more vital than
ever. As noted by the Commission nationale de l'informatique et des libertés (CNIL), no
provision should be able to be interpreted as prohibiting or weakening encryption.?
Article 8 ter of the “Sortir la France du piége du narcotrafic, must be removed from the
legislation in order to protect end-to-end encryption.

Article 8 ter forces certain platforms to build encryption backdoors. It requires that they
be able to hand over decrypted chat messages of suspected criminals within 72 hours
of the request even if it is technically impossible to do so. Encryption backdoors are
intentional security flaws and forcing their introduction would put every users’ security
and privacy at risk, not just in France but also globally. An additional concern is the
security of the endpoints, which the bill undermines by enabling law enforcement to
engage in hacking of Internet connected devices.

The consensus among global cybersecurity experts could not be clearer: there is no
way to provide government access to end-to-end encrypted data without introducing
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vulnerabilities that put every user’s security and privacy at risk.3 This includes silently
adding third-party listeners to encrypted conversations, known as the “ghost proposal.”

If passed, the legislation leaves platforms offering end-to-end encrypted services with
an impossible choice. They will either need to comply and undermine the security of
their services, or they will be forced to leave the French market. In either scenario, the
result is less secure and private communications for the French citizens, companies,
and institutions who rely on these tools.®> Over 60% of French Internet users benefit
directly from the security and privacy provided by end-to-end encrypted messaging
services.® Undermining the confidentiality of end-to-end encrypted services would have
the most harmful impact on those already at greatest risk: families, domestic violence
survivors’, LGBTQ+ individuals®, and many more who rely on the safety and privacy
provided by end-to-end encrypted services.

International human rights bodies have recognised the importance of end-to-end
encryption to protect the right to privacy and to promote the exercise of other rights.
This is because being able to communicate safely and securely can be a precondition to
being able to communicate and express one’s views. In 2022, a joint opinion from the
European Data Protection Board (EDPB) and European Data Protection Supervisor
(EDPS) noted that “encryption technologies contribute in a fundamental way to the
respect for private life and confidentiality of communications, freedom of expression as
well as to innovation and the growth of the digital economy.”® The case law of the
European Court of Human Rights (ECtHR) recognises the importance of anonymity in
‘promoting the free flow of ideas and information in an important manner” including by
protecting people from reprisals for their exercise of freedom of expression.*C In
February 2024, the ECtHR found that Russia’s order issued to Telegram requiring it to
disclose “technical information” including encryption keys breached human rights law,
as it was not proportionate.!*

French companies, government services ,and institutions all benefit from end-to-end
encryption. A recent study found that “organizations in France encrypt all data types at
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higher rates than global averages.”'? Providing backdoors in one instance can lead to
encryption being weakened across the ecosystem of the public and private sector, as
well. Particularly for national security professionals and government employees, access
to end-to-end encrypted services allows them to safeguard their personal and
professional lives. A backdoor would weaken the French messaging app Olvid, which
has been certified by the French cybersecurity agency ANSII and officially
recommended to French ministers and government officials.*® Ensuring the security and
privacy of government officials is vital for helping prevent extortion or coercion attempts,
which could lead to greater national security damage. As “both French diplomatic
officials and President Emmanuel Macron have repeatedly accused Russia of engaging
in hybrid warfare against France through cyberattacks”** and the fallout of the Salt
Typhoon hack?!®, the reliance by the French government, citizens, and businesses on
end-to-end encryption to keep themselves safe and secure has never been greater.

End-to-end encryption is vital to protecting France’s interests. Article 8 ter of the “Sortir
la France du piege du narcotrafic, must be removed from the legislation in order to
protect end-to-end encryption.
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